In 2016, the use of ransomware has increased by approximately 300%, rising from about 1,000 attacks a day in 2015 to 4,000 attacks a day this year (US-CERT, 2016). Ransomware, a type of malware that prevents users from accessing files and systems, attempts to force a user to pay a fee to regain access to their computer or data. Even if this fee is paid, however, there is no way to be sure that access will be granted. In some situations, substantial amounts have been paid, but networks have not been released. There are different types of ransomwareattacks, and they affect desktops, laptops, and mobile devices (Zetter, 2015). 
[bookmark: _GoBack]Ransomware is often delivered through e-mail attachments or from clicking links on infected sites on the Internet (White, 2015). Though Windows is the primary operating system ransomware targets, Mac has also been affected (Farivar, 2016). Anyone can be targeted by ransomware, but it can be especially devastating for businesses. Health care is a particularly critical area, as hospitals have been locked down for days on end as they attempted to fight against ransomware attacks (Zetter, 2016). The research problem is that many people and businesses do not have adequate defenses or procedures by which to deal with ransomware.
Possible variables include the type of antivirus used (if any), whether it is an individual or a business or organization, what type of business or organization has been targeted, what preventive measures an individual or business takes, and the response to ransomware. 
Research questions that can be asked are:
How can individuals and businesses defend against ransomware?
How should people react to ransomware infections?
Should the ransom be paid to regain access to files and systems? 
Potential hypotheses are:
If individuals and businesses improve the way they defend against malware, they can decrease the number of successful ransomware attacks. Paying the ransom demanded by ransomware attacks will lead to more successful attacks. 
When performing research on ransomware, defense, and payments, I used both an APUS Library search and a Google search. When I refined my APUS search to Scholarly & Peer Review and Peer-Review, I didn’t get many results. (This was as opposed to over six thousand when including all articles with no filters.)
My Google search provided me with many recent articles that explored the growing prevalence of ransomware, especially over the past year. The United States government, Microsoft, McAfee, and others provided their own unique takes on ransomware and how to combat it. In addition, more mainstream sites like Wired and PC Magazine address more recent ransomware attacks and developments. 
I had a few issues with the APUS Library tool. A few of the articles I clicked on pulled information from the database, but the exact details provided in this second search did not yield any results. In one situation, I had to do another search, and the original article I had clicked did not come up in the second set. Admittedly, the Google searches were easier to work with.
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